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Abstract: With the rapid advancement of multimodal large models and generative artificial intelligence, the paradigms of
image and video acquisition, understanding, and generation are undergoing profound transformations. In recent years,
new-generation artificial intelligence systems represented by vision—language pretraining models and diffusion-based gen-
erative models have achieved remarkable progress in semantic alignment, cross-modal understanding, and high-fidelity
content generation. By leveraging large-scale data and powerful representation learning capabilities, these models have sig-
nificantly enhanced the performance and flexibility of visual intelligence systems, promoting their widespread adoption in
intelligent security, content creation, industrial inspection, and public governance. At the same time, the increasing capa-

bility and deployment of visual intelligence systems have also exposed a series of security risks and governance challenges,
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which have become increasingly prominent and cannot be overlooked. From the perspective of image and video understand-
ing, existing visual models are often required to operate in complex and open-world environments characterized by dynamic
scenes, background clutter, illumination variation, viewpoint changes, and long-tailed event distributions. In such sce-
narios, the cost of obtaining large-scale, fine-grained annotations is prohibitively high, leading many practical systems to
rely on limited supervision or weak labels. Although large pretrained models exhibit strong generalization ability, they still
suffer from misclassification, semantic bias, and insufficient robustness when faced with domain shift, distribution mis-
match, and unseen abnormal patterns. These limitations are particularly evident in safety-critical applications, where
incorrect predictions or unstable behavior may result in serious consequences. Therefore, improving the reliability, robust-
ness, and interpretability of image and video understanding systems has become a central topic in visual security research.
In this context, anomaly detection has emerged as a core task for understanding security, as it aims to identify rare, unex-
pected, or abnormal events from complex visual data. Existing anomaly detection methods can be broadly categorized into
fully supervised, semi-supervised, weakly supervised, and unsupervised paradigms according to the availability and granu-
larity of annotations. Fully supervised approaches rely on precise frame-level or pixel-level labels and typically achieve
strong performance under controlled conditions, but their scalability and generalization ability are limited in real-world sce-
narios. Semi-supervised and unsupervised methods, which assume access only to normal samples during training, attempt
to model normal patterns through reconstruction, prediction, or one-class learning, and detect anomalies as deviations from
learned normality. Weakly supervised approaches, often formulated under the multiple instance learning framework , strike
a balance between annotation cost and detection performance, but still face challenges in accurate temporal localization and
semantic interpretation of anomalies. With the emergence of vision—language large models, recent studies have begun to
explore new paradigms for anomaly detection and visual understanding security. By leveraging pretrained cross-modal rep-
resentations and natural language supervision, vision—language models enable zero-shot and few-shot anomaly detection,
reducing reliance on task-specific annotations. Open-vocabulary anomaly recognition further allows models to detect and
describe abnormal events beyond a fixed set of predefined categories, improving flexibility in open-world environments. In
addition, explainable anomaly detection methods based on cross-modal alignment and attention mechanisms provide
semantic-level interpretations for detected anomalies, enhancing transparency and trustworthiness. These advances indi-
cate a clear trend toward more general , scalable, and interpretable understanding security frameworks. From the perspec-
tive of image and video generation, recent progress in generative adversarial networks  (generative adversarial networks,
GAN) and diffusion models (diffusion models, DM) has greatly improved the realism and controllability of synthesized
visual content. GAN-based methods introduced adversarial learning mechanisms to produce visually plausible samples,
while diffusion models further enhanced generation quality and training stability through iterative denoising processes.
Building upon these foundations, modern text-to-image and text-to-video generation systems integrate large vision—language
models to achieve fine-grained semantic control, enabling the generation of complex scenes that closely resemble real-world
data. These developments have brought significant benefits to creative industries and visual content production, but they
have also amplified security risks associated with the misuse of generative technologies. High-quality synthetic images and
videos can be maliciously exploited for deepfake generation, false information dissemination, identity impersonation, and
privacy infringement, posing direct threats to social trust and public security. As a result, generation security has become
an essential component of image and video security research. Existing deepfake detection methods have evolved alongside
generative models and can be roughly divided into several categories, including approaches based on visual artifacts,
frequency-domain characteristics, temporal consistency, and semantic coherence. While early methods focused on detect-
ing low-level inconsistencies introduced by generation algorithms, recent approaches increasingly emphasize higher-level
semantic and temporal modeling to cope with the rapid improvement of generative quality. In addition to algorithmic
research, the security issues associated with image and video generation have also attracted growing attention in policy regu-
lation and engineering practice. Detection systems are being integrated into real-world platforms to support content modera-
tion, authenticity verification, and risk assessment. Meanwhile, regulatory frameworks and technical guidelines are gradu-
ally being established to govern the responsible use of generative models. These efforts highlight the necessity of combining

technical solutions with governance mechanisms to address the challenges posed by generative visual technologies. Finally,
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despite substantial progress, image and video security in the era of large models still faces several open challenges. For

understanding security, improving robustness under complex environmental changes, achieving precise temporal and spa-

tial localization of anomalies, and enhancing semantic interpretability remain key research problems. For generation secu-

rity, developing generalizable deepfake detection methods that can adapt to rapidly evolving generative models remains an

open issue. Moreover, balancing model capability, usability, and security constraints requires further exploration. By sys-

tematically reviewing existing research from the perspectives of understanding security and generation security, this paper

aims to provide a structured overview of the current landscape and to offer insights into future research directions for image

and video security in the era of large models.
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Table 1 Summary of Fully Supervised Anomaly Detection Methods
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Table 2 Summary of Semi—Supervised Anomaly Detection Methods
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15 7 (large language models, LLM) (Jiang 55 , 2023,
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Table 3 Summary of Weakly Supervised Anomaly Detection Methods
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fill G RGB 555 SRR, R 14130 7 L ) s
A

4) TC B S A

TC W S R A% O AR AE Ry JE AT AT bR A
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Table 4 Summary of Unsupervised Anomaly Detection Methods
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( mawwszsma FRUHICREEN m&ama
Jis]
w<
l- 7 1 \/ p{ ] ;ﬁ] .
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Fig.3 Anomaly detection research based on a large model
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FEASE S, SR/ INEAS S Al

@  CLIP-FSAC++(Zuo %, 2024) : £ X /D 1E
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Table 5 Summary of Zero—Sample and Small-Sample Anomaly Detection Methods

(S (E:M ATy oL
(Cao %65, 2024) (Zhou . 2024) iﬂﬂ;ﬁ?ﬁ%ﬂ%ﬁﬂ P 718 B A T O R 3 TIC CLIP, 552 LA 1 2 )
FTREA KGN (SalehiF, 2025) (Gu5§, 2024) 5L ACETF SCH1 AR BRI , 35 580 /N S 1) 45 SR
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(Kim. 2025) (Zhenhua 45, 2025) f;‘ﬂﬁﬁfj%Tﬂ{ﬁ%[ﬁfﬂﬁi T, SR SSM BR B2 7R 15| 5 SAM
Li 2 J(2024b) Zuo 45 A (2024) 1§fﬂm$ﬁ#$%2%%,ﬁéﬁﬁﬁﬁﬁi@ﬁ‘ S SO Sk Ui
FHIEAR S o
INFEA RGN

Kong 5% A(2024) Jin 5% A (2024)

A B A Rl A D REAS S TR, il ad 28 Rl A S TR )
G PRI B

2) TR S A
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Table 6 Summary of methods for detecting anomalies in open vocabulary

Bt LSIlRFS
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Li %A (Li %%, 2025a)  FIH LLM RIS JZ UCHSE SCAE B, 45 B AR 286 AR A i/ 7 SRR
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R Al B 3 58
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Bl e H R I S AR B T2 W 4 R TVE AT A
) 25 T A5 v IR 2 SR AR ) )2 I Y B X RS
A4 M R A T 18 R M A 0K . T A R S A I
(explainable anomaly detection, XAD) (Li %%, 2023b)
5 E M S AR v R BRSO R, AR B S
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AR RGBT T — AR T IR B A B A 1

Ry S w5 T S S O SRR R
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FERZEAS D e B Uil R, DU T i B 1 5
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Table 7 Summary of Explainable Anomaly Detection Methods
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Fig. 4 Image generation method((a) GAN based image genera-
tion method; (b) Diffusion models based image generation

method)
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Az NS HE P 25 (GANs ) o F I RS2 RIR R
22 ML 8 %5 2% 2 (Department of Computer Sci-
ence and Operations

Research, Université de
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AR REAS o AR s B0 5T AR BUIBREAS , T 40 ) i U 3
P DX o3 A U B A L S . 8 i e e A
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RIS BRI e . AR, GAN ZE I ki A v
ATS R T I — 26 [ 8L, A AR At 2
o A AR A5 . ik S R R ] T GAN 7R S Br
FH AR A8 2, JE R A e 28 e A2 Tl A P A Y
IET.

®8 ETGANWBEBRERAELE

Table 8 Summary of GAN-based image generation methods

ovuat MY 7k K% HLH]
T8 3 A X 25— A A 0 2% A X T TR
Vanilla GAN(2014) ZEARYNGRAR AL, DT AR B S B8 43 A A
ML AR A B T AR PIRYEEA
i DCGAN(Radford %5, 2015) K A A 22 [ 28 B
WGAN(Arjovsky 4%, 2017) K M Wasserstein J3 25 Ay &2 IOAGIE 5 B S8R 19 28 5
. . TE 5 AR GAN HEZR Fp 5| A KA1 ) fr A S5 F , DA T S5 805 A
CCANMirza fl Osindero, 2014) ™y gy 3 et 9 54T 7 2 AT 5 O T e
InfoGAN(Chen %5, 2016) SBUR S SN AR PG S LAY A = NI IE 2 = o
AR AL 1 COAN ST 1S5 31 54 1 BB 5 2 £
g! e st (1 sAuly 2k —20 A i M RIEE,
ACCAN(Odena 5. 2017) BTt T R Rt 5 95—
StyleGAN Z%1|(Karras %%, 2017, Karras 2%, 3l 33 5 | AGHT A0 X 45 4240 55 JXURS e S MILAR , e A= il R 7 24
2019) AT RN S A IS 2
R 5] BigGAN (Brock %, 2018) ﬁgﬁ”ﬁzl@%%ﬂﬁ%%%ﬂﬁﬁ,%”I%Tﬁ%h\%?%”ﬂéﬁl’ﬂf%
EEE TS P SAGAN(Zhang 5%, 2019) B A I HLEI S A GANZRI A T T A i RS A

AR AR R R A 5 A Y — e
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2)  HETYHUSRL A R A K

Bl & 2B BT I 45 (GAND) H AR 1) R B ke, e
PRI RASE PR AT 45 M 7 T Y R BRPE 2 8 B
1L, “E AR AR 2020 AFHOK 1B BT I X ——3T i
157 (diffusion models ) AW ES o AL Al R 2
1A ¢ #] 43 & (University of California, Berkeley) f
Jonathan Ho %5 A U4 11 (2020) , Ff 180 A% R S
Az AR A AZ LT 5 7 ]

P B AL A AZ O AR T B v S
PHGS R AR TR R B AL B S
iR Ak oy 2l BEALIE P (A1) 72 ) 5 BE S P ~J ey
TE B )i e oo 2 25 BRI s, AT A2 4 e Jo e )
Jshf A o I ZRAIL ] 3 8 S A B R W] R BE
(markov chain) HEZE I+, 3 £ 1 75 AL i M 55 2 g g
A G AR A AT AU R A5 ORG UE M 27 2] B 43 A 00 A2
M

SEGE GANAH LE , 7 WO Y £ 224> T T R 3L
BERH . B, A s R AT
GAN “# UL ¥ 85 2 /93 18t (mode collapse) [ 81, FL¥K,
PSR BAT BRI SR nT e, nl e o i R S )
ZM R P 2D K S R T R AR TR S A
6, JC I T X8 P 20K i SR B B I 7 5
AN, I BB B AR 2019 38 i 5 4 ey — Btk O T R B
L, A PRI B L R R R GAN A
B AR AR E M ATV R R O AR
SO A BN TR BB Y IR B2, N IR 2L
e [a) P81 (latent diffusion) U 21 1% A= A (text-
to-image generation VAT I B T B

TE WO Y 1) % e Ik 28 v, F 5 & AHAR SR T
Z R AT AR SO A M A T e A A R
%% . 5 H 1 DDPM (denoising diffusion probabilis-
tic models) F A M K 2240 72 F] 4 e (University of
California, Berkeley ) Ho % A4 (2020) , iZ A4
88 3ot i KA 2 WAL 3R S B g oo PR A A, 3 U
1A G R RIS EE S AT R . BT L Song 5
Ermon (74 K5 ) 76 2020 4242 H T DDIM (denois-
ing diffusion implicit models) (Song 4§, 2020), 5| A f&t
FCE ML, KRR 1 R B4R T T
A R SIS WL S — B0k . D TR AR RO T
B, 75 [ g 5 AR K2 (Heidelberg University ) 1) Comp-
Vis B BA$E T L.DM (latent diffusion model ), Bf 3% 4%
i) Stable Diffusion (Rombach %5, 2022) . %4 AU i

I FE A 25 6] (latent space) TP EATH #5 #H 4, (il
Tt A A FRAE R A e o i o 1 ] I 2 D 1
AR o 5 LR, 2238 SOAS ) RS A R 7 34
WY B SR B B EE 5 19 . OpenATL 2 1) GLIDE
(Nichol %%, 2021) 5 DALL-E 2(Ramesh &%, 2022)
AE % MR A 11 AR 05 5 4 R A s BLIELR 1T Google
Research f) Imagen (Saharia 55 , 2022) W 45 & T
Transformer Z2F4) 5 5L , 78 4077 6 L ATE X —
HM TS T ER MR, A T SURSRMERE
R 28T

FEAE PP DT T, AFFE & 32 T ControlNet Fl
T21-Adapter 45 25 4 5| F: BUBI Y (Zhang 45, 2023a) ,
A FEY BOE L | AN E B (i 2 A
TREE I SCEAS KD, SE e A2 N 2 kG il .
FERAY RS AR T 4 A 1) 2 [ B AR AR AT B A 2
W R UG, Tz N TS A s R g
m A 4 5. e Ah, DIT (diffusion transformer)
(Peebles Fll Xie, 2023) 3t — $ 8 P & 4% 5 Trans-
former HEZR 48— fl G, ) FH 42 Jm V8 722 0 ML 42 14
PR B PR G F2 , T AR IR A B AR A: B0 2
ARG — AT 55 TP B 5K R Y )

B 1 7R B AE U 0 22 0, 3 HICRE AU 540 e 9
Wz N R R . e KIS 18 E (image restora-
tion ) U, 9 FEURSE R AR 6% A ok R IOk () a2 DXCI,
T BB S BRI el
T (super-resolution ) {155 1, & 1T LLEHAR A PR E
GRS R v i WA, o TR 52 AR 0 B 5 A 1 5 4
HEFE AR HE s 76 KK I H (style transfer) S 5, 47
FRCR Y ] SR R — W R AR XS T 3 55—
BEEUER b, N T Z2ARAME S T S iit . HHEE R
B BT YO AL 1) SCAS B K R A 1 (text-to-image
generation ) £ AR T S TE S A B AL 1 25 14 5
JFE— Bl AR R TR A BRI A . e L TR
% 2 -5 I 3 (editing & inversion) J7 [A] , 4" B 7Y
TEAE LT 330 P 5 e A v 25 (R ek, 1 R iy R
5 ARG A, A AL 5 52 B N A R
HE TR T RETE

Zi b RO B PR A A A Bl T AR X
BEA KT ) [ R A Y U A8 s T
2RSS AR R R RS A . R
PE T 22 R T T RS2 2, s A A il
N TR R ) o hnge — i 205 8 Re ki & e
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Table 9 Summary of Image Generation Methods Based on Diffusion Model

ATy vk

BB

DDPM(Ho %, 2020)

AR B MG A A IR 5 DDIM(Song 2%, 2020)

Stable Diffusion (Rombach %5, 2022)

3 5 i A Al 2 MR MR 3 S B v T PR A i, 3 T 1A
I AR RS E A 5 T R

FIA BB, R R T RAEEE I ik — 48T T
Az R PG B 3 WA HE 5 — Bk

o A P 2 ) P AT A A A A e R A AR A
1 JO i Y P ] P S 2 TR AS

GLIDE(Nichol 4, 2021)

SUARZR A BB BT R 2

DALL-E 2(Ramesh %, 2022)

REAE AR 11 SR 1 7 i Al EL R

Imagen(Saharia £ 2022)

2545 Transformer 2244 5 47 GUHLH] , 76 4075 18 S ANE L —2
PE 5 TS T ALk A

3) /NG G UG A BT 1k B T )4
FA A A AR 2 2] i AN BRI IR R E Bk
AR o SR, Bl R B | RIR A 180% e
T71) 15 2 UK ) 1 SO, AN T8 R s
e85 6 SO IE A AR B R A R 2R X
TCER , DT A 80 B okS o s A 454 B R N 28
N, SCAR R G A i d AR (Ramesh 55, 2022, Rom-
bach 4, 2022)1_51@%@12!&436@%}4% 5, BB R
HCAE A fE R B R, B TR R 38 K
L

PG A BT B — ) B ZS 1 e 31) %2
B X 55, B i 255 2B 15 B AR L EE
B, SCAF) EZ (text-to-image ) B AR 256 1 SCAHI
KA, e ML 48 SO iR A= BRI B R . BRIt 2
Hh ERVAFF IR S5 G 8 0 R BEAR I8 RS 5 A 5
DEE , ( A U FR T SN A FORE A . S XS
BT 55, Az iR RN A RE B R A S, 38 RB L5
HHMAEE RS Z 'R ERNE R T
EIER A= B R 137 5%

1.2.3  AUHAE BT VR I 5T SR
1) HTF GAN BRI AL A%

TE A= X T W 2% (generative adversarial net-
work , GAN)7E EMG A i Sl Bt 8 1k iR 2 )
WF9E T Ui A i 22 5B vy I 52 239 B ) AT
AR S5 o RURIFSE 2 T T IC AU AR T
. VideoGAN(Vondrick %5, 2016) 1 Ui T A 5%
- RO A EE A o BIRFE RS R 5 5

#JSU%% f)‘i/i E‘l‘ . El
b

(a) # T GANIKMLSAE By vk

S

?:‘”f%fﬂ

AR HSERUR

FUSLA BEAL
(b) T O R AR A R %
ﬁiuﬁ
GANFI 2% l
éﬁ&imﬁ
GANﬁ-tﬁ‘Z%E

(c) IRARMIE SR 12

5 WA B i
Fig.5 Video generation method ((a) GAN based video genera-
tion method ; (b) Diffusion models based video generation

method ; (¢) Hybrid video generation method )

AR AW AL R, JF SR R I AL & (mask-
weighted fusion) 4= SE BN . BT , Tulyakov 55 A
& 1 MoCoGAN (Tulyakov 25, 2018) iz {5 B 5
AT AR, 5 | A8 A i 43 ) A 1) A2 A
MWL , DA T 25 3 T 1 A AR ) 8l 25— 3L
Ph5 ZHENE . Saito 8 AR Y TCGAN K H Bk AR
TGANv2 (Saito %5, 2020) , 2K H BiJ ] % FX (temporal
B AE LA B2 A I AR, 1 A= 1 81 7

convolution)
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Bf 1] 4 B 1 5073 A 48 . DVD-GAN (Clark 5%,
2019) 5 MoCoGAN-HD (Tian %, 2021) #f — 5| A
2 RUBEAE S FDNALH  SEBE T i o P K F A
AR A B, S BT T T i S AR P

FETC A A RS B Bt R S BFE I iR
TRE s Z BT BAE R S A, DT S5 B3 SCA]
PR i, o, Text-to-Video GAN (11 TFGAN
(Tian %, 2020) ,StoryGAN (Li %, 2019) )i 1 65 3¢
AR WS 21 R As 0], 5 | S A it # S
SCASTRK B i T A Y .. Audio-to-Video GAN (Aldau-
sari ZF, 2022, Aldausari 2%, 2024) Wi 53 B A A 2
> (AR A GRS MR 5 5 A0 {5 5 A S A Y R 2 1Y

M5 N %5 o 1 Tmage-to-Video GAN (Zhang % |
2023b) W LT 5 A G 2o i e R AR A i
SEAT R B, R R S A AR RE ). X
Sefiff 5% AL [ HE 2h T JE T GAN LA A= U JC 55 14
I SUN 20 POy UGB E 31 [ WALy R il
T SR Sl iR

S BT GAN WY MR A= i 7 VA AR S5 A 1
A B T TR TR R (B A IR
Fa e SIS (mode collapse ) [ BEAT il £ 1 #5
RITE G 73 PRI A AT 55 Th B 3R, XS SRy
B Ay S S 5 T4 BB AL ) A A R AL T T A B

F10 ETFGANHUSAERFERL
Table 10 Summary of GAN—-based video generation methods

ZZNRE LSy RPN

OB

VideoGAN(Vondrick 2%, 2016)

MoCoGAN(Tulyakov 55, 2018)
Te S A BT

TGANv2(Saito 5, 2020)

Bt TR - R RGBS a3 R A
AT S S Sl AR AT SO AL B OF R MERTINAL
il A LSS B

Bz o5 B 5 WA R B, 5l A LA
o A N [ A8 A 5 AN WLRRAE , Wi 3 SR T T AR
BRI B — Bk 5 2R

SR TS [8] 4 BREE A LA i 1 I PP < o A
TR [ 2L SIN-F-36 A 9%

DVD=GAN (Clark £, 2019)
MoCoGAN-HD (Tian %, 2021)

FIAZ R A S FUHLE], S8 T R e ik
R PP AU B A 8 B 2 BT T L B R S RRE T

(
(
TFGAN(Tian %%, 2020)
Text—to—Video GAN
(

StoryGAN(Li 5%, 2019)

T AR SCAS R e 2 0 SOW A ), 51 S
JE AR , S5 I SCAR K Sl e T A

(Aldausari %, 2022, Aldausari 2, 2024) SR A 2 5] (R

Audio—to—Video GAN

A AR 5 A0 5 A2

(Aldausari %, 2022, Aldausari %, 2024) -3 FEHI PR BRRSE N2

Image—to—Video GAN (Zhang %%, 2023b)

LA B i PRI R i A G0 e P 3 e A e 6 0
Fr B SR RAFR 5 sl S B RE T

2)  FETY U A AR A

Bifi %5 9 HORE Y (diffusion models ) 7 % A= 1 450
SPGB, R 5T T IR oA ) = AL
BAE S5 T T B — A BB s K sl AR HESE . L1
A T./E VDM ( video diffusion models ) (Ho
4%, 2022) MIPVDM (Yu 45, 2023) , EATTH U %
of AR e FE I [E) 4R T ek % ot ] B ) M R
1 52 B AR 81 A R . B S 4R M Animate Diff
(Guo %, 2023, Lin fll Yang, 2024) DA & VideoCom-
poser (Wang %5, 2023b) , fERE RUZE MY S ¥l 6E ) I

2P, 5 A ATAf RS ST 5 S L
DL R 1 SV i 5 XU TR 4R

UTAER , KB AY Y HF I3 — 2D HE Bl T S
P B AR & . OpenAl & 4ii (9 Sora (2024) (Liu
45, 2024e) P E G PERE T BN TR BE R A ]
(HPC-AI Tech) il 4t K ¥k 45 #2 1} ) opensora/open-
sora2. 0 Fl opensora-plan (Lin 28, 2024, Yang &
2025a, Zheng %5, 2024) B HLEL B GE SRR E T R
1 Wan2. 1/Wan2. 2(Wan Z¢, 2025) . % il AT Lab f¥)
Hunyuan(Kong 2%, 2024) LA K 3 16 K24 550 % ATEE
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EHEH Y Cogvideo . CogVideoX (Hong 45, 2022, Yang
45, 2024Db) , ¥ ZRSAE B OO 58 IR S5 Y
PES55) Alve AU HHEZE b, 523 T A AR
B AR B AT PR R R B AR,
P T A 5 3k . b, ImagerySe-
arch (Wu %, 2025) . NarrLLV (Feng & 2025) .
VMBench (Ling 4, 2025) 435I A B B 18 L — 34
PE Iy — Bk Kz sh 3h 35 G Bk = A4
LA A SR e ) BB, O S 5 27 ik ket
IR THES %,

BE T4 BB A A B AR — 2R 1 O B £
Ao B, B P — B 29 ) (temporal consistency
regularization) F T8 (R AH S i 2 0] i1z B 2 bk 5
ARG 1, DA 2 figk B AILIGR 75 5 | A B I PP A% )
Ao R AR TR B 5 1T, 22 % 12 (6]~ Bp[a] U-

Net 5% Transformer HE4L | 38 8 75 25 0] 5 i [A] 4E B - JF
AT s, e B4 Jmy — B e AR S B AT . B
Ja, A I HLH (conditional control ) 7E ¥T 4F 26 TR
R, TR R g 5L T 2 A A RIS (N SO A |
SRHEWT TR L SRR A ) SIS ST AR A
WA Mo BT, 7 BB B WA A i AE 22 1
NTZ A Jl ) B 25 TR AT A A 3 2, B DA 0 N7 it )
Jry R A s U B G — A I 25 AR AR, DR T4 A
ROR BB [FIEE, BF5E 0 E RS
] Z2 A5l 5 T [ R B SOAR AR AR Bl
YRR R AEAE TR NG — R RS , A A 1
o R R SO SRR OCHRRE ) . X — TR
OB ALREAE R R AU A 1SR % 0 2K
Z—5

R ETHHERNARER T EBL

Table 11 Summary of video generation methods based on diffusion models

Bt PRy BB
p— Video Diffusion Models (Ho 5., 2022) A B AR 2 ) 20 3 s 2 M 5 i) g

PVDM(Yu 4%, 2023)

BT S A 91 A

BRI 5 4
gl

AnimateDiff (Guo %, 2023, Lin Al Yang, 2024) TEBUMERH S bl ey Ltk — 20 it , 51 AT dhtiz

BB AR RIBLE] , LASE B R 0 S VR S 5

VideoComposer(Wang %5, 2023b) JANGIS
Sora(2024) (Liu 2, 2024e)
opensora/opensora2.0 .opensora-planLin L2024 Yang ot ok T SR B EA
P . 20254, Zheng %, 2024) L HCHE Ao ST M AT 2 S I

Wan2.1/Wan2.2(Wan %5, 2025)
Hunyuan(Kong %, 2024)

BRI PP BeiRE ), W E BRI T AR B R
ik 5k,

Cogvideo , CogVideoX(Hong %, 2022, Yang 5%, 2024b)

3) MR BT IR LA kR

VT AR, PAT AR oI 52 IR 22 Y R 7Y &
Jr S BFFE S TE SR AR AN [ BEA SEA [R) B b
PLoE i B — A e s BB . 8L, GAN
Diffusion [ 1 A& 22 #4 (U Diffusion-GAN (Wang % ,
2022¢) . ScoreGAN (Shehnepoor 25, 2021) ) ¥4 % 47 2%
2B A AT VEBCRE J) 5 47 OB ) 25 e RS AIL T A 45
B TELRFF IR e Pk 0 el o S 25 52 T 17 A mURE A
2P S 40 R B EE . 5 A, Flow 5 Diffu-
sion 1Y 45 & 8N 53 — & 2 )5 ], H b Diff2Flow
(Schusterbauer %5, 2025) 3£ B I 25 P 5O A (40

Stable Diffusion ) il Jii P Fic (FM ) 452 2 f) 2 20 R R G
¥ , LTINS T4 , AT 25 A T A2 AR
PEFHHERRL A

TERE B ZEAE 2 1, Transformer 3K 3 1 4= 48 —
Ak (transformer-driven unified generation ) IF 2 # i A
E @S A AUE A VideoGPT (Yan 45 |
2021) . DiT (diffusion transformer) (Peebles il Xie,
2023) . X LERLTIHL T4E— A [ R B A
ZSUHOC R, BESTE -G AU & S AN RS
SEPESAL 5 BRI GE— A . I%ZE Tk i A

LTS R EAS A, IR S T 1 AR R R B AL fE
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5iE 3k

AN, 285 58— E i (multimodal unified gen-
eration ) R AIFFE-UL AL PRGATE BE, HH SRR A= BN 75 25
PG Gl 1) B T R B 5 Sl A HE T8 RE DI 1Y
A B B o AERME TAE A4 Genie B8 (Bruce 5%,
2024) , ZAEELE Y BRI 518 LRSI 28
PE AR B BR TR IS B A R AR RE ) 5 S A,
VideoCrafter1/2 (Chen %5, 2023a, Chen %, 2024a) ,
SEEL T IR A B T SCRT 45 g B 5 LK Sora

B (Lin 5%, 2024e) , IR T N H AR TE & SOKR
BRI R | e 2 PR AR 1 2 o £ B

SMATIT 3, BRAAE 30T B — R3S A 58 5
1) BA RN A 5 HE B RE ) i 2 RS AL B Y
Bro ixX—a#abrai g A iU T RE I vl R K
Bl 7 ) A 0 8K 8h 7 i (Huang 45, 2025a, Huang
85, 2021) , A EAT T S S v SO RE I Y
T A R GEBEE T kA

F12 WMERFTEHBETELDE

Table 12 Summary of video generation method fusion methods

Bt MR 7775

BB

Diffusion—-GAN(Wang 4§, 2022¢)

GAN 5 Diffusion B TR 42244

ScoreGAN(Shehnepoor 45 2021)

B XL~ B9 3 A5 VE B RE T 554 FORE Y Y %%
Wi AR T AR5 5, 7 DRI S 1 1 )
BRI T AL BREA ) Z R S 20T PRI

Flow 5 Diffusion 1454

Diff2Flow(Schusterbauer 55, 2025)

SR Ry B AL (U Stable Diffusion) [ i
VE T (FM) RS A = 20T RS, BRs #ioh it
BTFAY , DT I8 2 FARR T A AR I 4 T4 7

Transformer 3% 21 B9 £ W 48
—1k

DiT(Wang 55, 2022b)

VideoGPT(Yan %, 2021)

FT G A EE PR R 2= O R
REMETE RGO 355 A4 AN TR R 5 IR
1155 B S—E .

Genie 5 (Bruce iy 2024)

2R — R 2024a)

Sora # Y (Liu £ 2024e)

VideoCrafter1/2(Chen 5%, 2023a, Chen %%,

BB ST LA ARG 25 A it A, 1
SR TR S S A A RE T

SEBUIT AR A 105 3 ST s 2 4

SCL TN ARE T SOR BN R e o R A
0 14 i 39 i £

4) /NS T AR R LT GAN I HOSE 24 ) HE
AR BB T 25 R, (ELAE S B S ] Hh AT T s 22
Jr e . e, I B R A A AT 55 /Y
Ao MR 22—, A PSR TR 0 B A 3 ot 22 [R] PR 5 AR
E W12 S5 AN OURRAE |, 8 5 0 ST ) [N R A2
aE S AN BTAF IR Hk, 2 1) 3 DU R R 250
B, JUHIREAE R IR G S M R T B
7 Fof PRk i (1 40— B A e R . b B
PRI A= 12 7 1) Z2 A 25T 1) e , 2R TR A0 iy
T B TR (R B )  5 IAS
[F1] A S 0 ) B P 0 5 DG A% S B S ORI = T
MG — o BEOAMRAS PR AR T, A fiT 5 4 o
FEANE N, W —Fh sl 24T o S i SRSk A
B AR o BRUR A E A R R R T 18 sl A

T B s A O R S B ORI
A R I TR) 22 58 A S T PR RIS 7 5T B A
o IXEORAUIA AR RS ] I B2 O B I 25 A
AE 115 mE T SCER A RE T, 08 R K i P A A
FEARI T HE DK
1.3 REMSEUKRAR

ULAEAE , B TR 25 > AR B AR A PR R TR, TR
JE D i B ARAE 22 AT 2 )2 T, AR
TN o BRI, BoR BT 1 R 1 RS
BAAE By B A e i, (K, TR Db i
RSB A R 3 SRAILAN S A0 22 SR HOIE A0 sk ) B 2
W55 1]

TR JBE Py 3 A 00 52 A e ok 3 B B 40 v B Oy £
B4 E N TR REEOR PN B 1 KL fh . — gy
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AR P ELA i R 0 245 SR, n B el IX 3 7 A B
W AT, A DA RS (R B I 2N = A T
JETT « i 8] -2 [E) Ph i 7 B, s Oh i 15 5L LTI A
R et (5 B . BUA IS 8 v e NG 2K
i 0 PRy 3 A 0 L2 B A 45— A 25 LG RTTALARG 11) 0y i
R, RS ALGC UG & AR EiciE , (A el 7
WG PRSI it 58 4 rh e AN EE L, BN Eds
FLA R DR LG A R D s A 0 4T3 98 2 A 52 A B0
AR SR NS Ph 35 40 B AR I ALGC MG A £ s
RSN A &, B B O s G I 5 A 1) % e 5 R, -
PRI AR AR FT R34
1.3.1 AR Phis ki AR

Wil 4 R 85 DR i A 0 A W T, A R 3 A
EL R 22 AR BOIE U ST 0k o R T X A%
S PR R 1 A 2 N 25 A R A 2Rl
A NI A5 5 RH IR L SGOE SR S 24
HERE L TR TIT R o AR = A2 i R S
A WG D i KA, an sl 6 s o 5 Je A
FHIRA 3 B U] 24 o R s i) 2 5P 25 S5 1) 66 T I
25 BRI A o FLUORAZ I UG AE B R 4 AR
ol o (o HEL I v % B S R TR B
KA . B 5245 G 2B KR DR T 3R %
AH B 58 SR AR ) ) PT fRRRA IN B R

PR =

nzgs | O

— | ™ | T

wAMA 0w Syt b

_— TRTTETR -
ff':-,‘g‘ T [[ver | &
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Fig. 6 Method for detecting face forgery

1) BTz (5 B0 N A A A
B0 B 23 A5 B0 A Dh 2 A I, AH DGR 5
FEH) T8O A s R 5 AL B B A K
NI 8 AR G v 5% BE b s 2R 2R LA I 68 s
FLfh o TEA M P it SRk oy 2R I Al G 2
JE U T SR — A% O I RN AT 3kt e 2 A
FUR A& A IR . ST — 4R,
FaceX-ray (Li 55, 2020) £t T —F &5 25 ) R O 4G U

MESR o 25 W A 0 A 55 i il R T A B B - 1 S
FH A3 B 28 A i A MR T TR A i 5L 4k i vt i
AT 3 2 LA E BN . FaceX-ray A i 3510
AR T H R BT W 5 A FERAE R R 5F
8 TN AR B 5 DT R M B4 i 1 A DU ASE 28 1) 32
fbfETr . G, LiZe A (2018) HE—248 H , E Al
T AR R A 1 SRR A, Sy S BT RN S TR T Y
U5 AR R 23 5% B R e Bh e o B, Al TR T
BRI 4 L& T T 42 0 28 07 S5 722 46001 300 ok S5 B A
M. 5, Dang &5 A (2020) 3 14 5 A3 STl
B ST X6 B e IR ) 0 A e Ao, (o 75 Ak 0 12 ol
R3] ER=T

SR T IR A B el Bk X el o 19 O 1k EL A
— 2 RTINS T, AR P BT A ™ AR T I 4
R E 1Y DR AR, S BT TR A RN B Iz AR g
NARR . R — R e & TR 5 IR
ST A LU BB O ARSI, ) an LT SE 56 (Yang 55,
2019, Zhu %5, 2021), J& &#B#H &P (Chen 45, 2021,
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Table 13 Summary of face forgery detection methods based on spatiotemporal information
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Table 14 Summary of Face Spoofing Detection Methods Based on Frequency Domain Information
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Table 15 summarizes methods for explaining face spoofing detection
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Figure 7 AIGC Image and Video Forgery Detection Method
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Table 16 Summary of AIGC Image and Video Forgery Detection Methods Based on Spatial Information
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Table 17 Summary of AIGC Image and Video Forgery Detection Methods Based on Frequency Domain Information

(EZPR =Y JLARI T

[EZIN|

BiHPF(Joong . 2022a)« JHFF PLHE AT (6 50 LB R FIXURRIE W B B RS

B R E Y i 5 FE I
FreqNet(Tan 55, 2024b)

SR T R B AL, B 7RSI AR T G HY i H]

FHIE

FrePGANeong 5. 2022 I AURAHR S 1 XEFLUILE LM BRAF A Do T4 . ol %507 15

XTI 58 Bl as 2% >
FatFormer(Liu %%, 2024b)

SCAR GBS AR R & BL I AR ZE 1 CLIP AR i | I 2 B TR AR [R] AR A

SRRz ALTE

X o Synthbuster(Bammey, 2023)
N E RS EAT T e
D4(Hooda %5, 2024)

BN B 25 5% 22 P (5 9 T A W335 8, A 4R A i
STHRAR XL i, A 5k 22 5 PN DU I 265, e ied 38 S T 5

BRAR S R D 3 IR

(Wen 55, 2025¢) i 45 & B -1 5 0 55 AL Dy i 40
BT, 7 PR 1t MG Z2 A 25 A6 T 5 fige g T e B i 5
1 51 A FakeClue 5038 5 , Fake VLM AN GE K5I £4
TENAS R RBA UL T ORI s e R ke, it — 20
Je It T PR SRy & W] B2 . LEGION (Kang 5%
2025) 2 T — A ZAFS 2 I HELR 255 Phrs kil 5
ff A B, I 5 | PRI R 55 % Ll 2 ST A, 3
T T ZRBSBRITEE 2 Dh ik RS S s b i 3R BE
B AR 4E SynthScars MR 58 #2401 52 5%
BER

b &+ AR 1Y i — 20 K JE | FakeReasoning (Gao
45, 2025b) 45 A T Pl R 5 HERAT 45, R H 24
A E R SR T Db K 1z Ak e, L AER
ZR s AR R B T AR A . S LR
I}, AIGI-Holmes (Xu %45, 2025) 45l 1 45 & Mot %
FAERVF MLLMs 9 SCHERE, 25 s AT e T35 ik A1
X 35 B f R, 1 — 20 B AR TR )9z Ak BE g el i
Btk . IVY-FAKE(Zhang %5, 2025b) 5| A T —1 4%
—MHEZR , STHRF MG S5 0000 P9 25 B 25 il 5 i g
RAN T IAT T IR AE AL BRI DR 2 B R R . TR HEZR
3 0 RS ARG 5 A L 3R T RS A Y
TR ST 2R P rE N A . TERAEh i
K I J5 T8, BusterX (Wen %5, 2025a) #2 i T 45 &
MLLM 58 Ak 2 > B AE AR | & 0 T 00O 1 i) A i
SR, O ok PSSR B R Al G AR T TR Y o
5 B B . BusterX++(Wen 45, 2025b) 7£ I 3
fill B T 22 B BEI S MR & 4 BROR W, i T i
RS DAy Ao v (1 ¥8 i3 Bl )t , ik — 2 4R T IR
FUAIAL I A I 2R i R ME A BB . Veritas(Tan

S, 2025) $ TR ERIHE B A9 O 1k BALL T A6
AYIBGIE S B o AT i 1 o HE Bk 7R AU T
PR E A A B L I RE B2 4t L Y R Y A 2
BEAR, T2 TF T B ALY AT B o ThinkFake
(Huang 5%, 2025¢)51A T 25t f e B A AL L 455
Z RS R LAY i P o D A Y e
73, IR T BA PR R R I R AT SO S AR
TR A& WA . fJE , RAIDX (Li 4%,
2025¢)f Hi T 4 A R 1 SR AR TR AR X SR
fk (group relative policy optimization, GRPO) 5 {1k, 2%
STREZRA GO IN I 1% o IZTTEEAAR T T Db A
) A M | 30 3 3 A B s B ) Sk 3 R R SCOAR
filrds, B R AT gAY S o UniShield
(Huang %5, 2025b) 1| F 22 Fh O & A0l 7 1241yl
AR BAG A QR 52 O 3 PRIAR ARG I 45 1 A7, H
HHRR AR RE 70 BT MR ARRAIE LA sl A5 465038 O A
AL, A A B U o 5 22 L R IR I 45 A B AT
fiR AR S, e — 2D AR T DRI A I B W] R AR
REJT

25 LT IR AT T 2 RS ORITE S B Y
AIGC IR AR AT O 38 A I R O MAs & gk e, F
FEAAL S Oyt A0 0 ) VA 1, 30 38 20 5 | T i
PERL , (75 O 3 A6 D () 2o 2 s B o R ke 14 B
FEAT LA — 2D 55 5 W BSR-G| SE IR A oA
YRS 5 TR, SR THEL Y (132 AL BE ) RN S
Fil, S g 2 ] £ A9 A REBGIE 2R 48 B 5 kAl

© h[E KR KL AR



25

KK, HYF, B, BEE, TAX, Elg, T8, REFH, FXE

AEHRPAMESEERREMH KR

F18 FERE AIGC EGMMOMIERN T E DL

Table 18 summarizes the AIGC image and video forgery detection methods
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